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ABSTRACT Data hiding techniques such as robust steganography and invisible watermarking are important
for applications including aesthetic stamps, copyright protection, privacy-preserving communication, and
content provenance. However, existing print-proof steganography methods often struggle to embed messages
in small image regions or decode them from very low-resolution printed outputs. In this paper, we introduce
DocSafe, a framework that embeds binary messages (up to 256 bits) into images while producing stamp-
like outputs robust to digital and physical distortions. The method enables region-aware embedding using
spatial masks, analyzes the impact of wavelet sub-band frequencies for improved robustness, and investigates
covariance-based losses, identifying Stein divergence for the encoder and AIRM loss for the decoder as the
most effective configuration. A lightweight architecture is further proposed to enhance both imperceptibility
and decoding accuracy. We achieve 100% bit accuracy from printed images as small as 2 x 2 cm in the
face dataset and at 3 x 3 cm on the object dataset, demonstrating state-of-the-art performance in print-proof
robust steganography, even when messages are embedded in specific image regions using spatial masks.
DocSafe also improves visual quality (ColorHisto 0.05, FID 4.11) and maintains strong decoding accuracy
under various digital noise conditions.

INDEX TERMS Robust image steganography, digital steganography, watermark, print-proof, deep learning,

GAN:Ss.

I. INTRODUCTION

With the rapid advancement of digital tools and techniques
for generating synthetic content across both digital and
physical domains, critical challenges have emerged in
distinguishing original images from manipulated ones, water-
marking and steganography Al-generated media, protecting
brands from counterfeiting, and ensuring the integrity of
identity documents and official records.

The associate editor coordinating the review of this manuscript and

approving it for publication was Mehul S. Raval

In response to these emerging threats, advanced deep learn-
ing models for image watermarking and steganography have
been developed [1], [2], [3], [4], [5], aiming to enhance the
security and authenticity of digital content while mitigating
risks associated with forgery and unauthorized alterations.
These models are designed to embed security identifiers
into images with minimal perceptual differences between
the encoded and original images, ensuring robustness and
imperceptibility in practical applications.

Watermarking and steganography models are typically
classified as either robust or non-robust. Robust models aim
to preserve embedded messages under various distortions,
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such as those introduced by printing, camera capture, or noisy
digital transmission. In contrast, non-robust models focus on
maximizing embedding capacity and imperceptibility but are
highly susceptible to modifications [1].

Our work shares conceptual similarities with both image
watermarking and steganography, while our primary focus
lies within the domain of steganography [1], [3], [4], aiming
to develop highly robust embedding techniques that ensure
imperceptibility while maintaining resilience guard against
various distortions and transformations.

Despite progress in robust steganography—especially [1],
3], [4], [6] several limitations remain that restrict industrial
applicability. These include difficulties in preserving high
visual similarity, reduced decoding accuracy under real-
world conditions, lack of an integrated and deployable
framework from encoding process, to detecting encoded part
and decoding, absence of a fully integrated and deployable
framework encompassing the entire pipeline from encoding
to detection and decoding, poor performance on small
images, and minimal control over the artifacts introduced by
message embedding. Overcoming these issues is crucial for
building a practical and reliable steganography model ready
for real-world deployment.

In this study, we address the aforementioned challenges
by introducing DocSafe—a robust and printable steganog-
raphy framework consisting of both encoder and decoder
components. The design of DocSafe is grounded in two
foundational analyses: (1) the identification of effective
frequency decomposition strategies for input processing, and
(2) the formulation of an optimized covariance loss function
to minimize distributional differences—between original and
encoded images for the encoder, and between the input and
recovered message for the decoder.

Building on the frequency decomposition approach intro-
duced in StampOne [1], we further investigate the role of
individual frequency components within both the encoder
and decoder networks of our proposed model. All inputs—
original images and binary messages in the encoder, and
encoded images in the decoder—are first processed using
a gradient operator [7] followed by a Haar wavelet trans-
form [8], resulting in a multi-scale decomposition into
distinct frequency sub-bands. To adaptively modulate the
contribution of each frequency sub-band, we integrate a
depthwise convolutional layer that learns importance weights
based on the relevance of each spectral component. This
enables the network to focus on the most informative bands
during both embedding and extraction, improving robustness
and fidelity.

To further evaluate the impact of individual sub-bands,
we train multiple steganography models using selectively
filtered inputs, enabling a controlled analysis of the contri-
bution of each frequency component under various distortion
scenarios.

The findings lead to an optimized frequency decom-
position strategy, which is applied into the DocSafe
framework.
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Secondly, we incorporate an optimized covariance-based
loss into both the encoder and decoder. To identify the
most effective metric for this purpose, we evaluate four
established covariance similarity measures: Log-Euclidean
Distance, Affine-Invariant Riemannian Metric (AIRM), Jef-
frey Divergence, and Stein Divergence, as outlined in the
Log-D-CORAL framework [9].

Building on the foundational concepts of frequency
decomposition and optimized covariance loss, we redesign
a novel architecture for the DocSafe framework (Figure 1).
Central to this design are three variants of the Mes-
sage Embedding Network (MEN)—MEN vl, v2, and v3
(Figure 2). MEN v1 employs a simple linear layer, perform-
ing well on homogeneous datasets but lacking generalization
to diverse sets like COCO [10]. To address this, MEN v2
and v3 introduce learnable embedding modules with different
activation strategies: LeakyReLU in v2 and a Snake+GELU
combination in v3, enhancing adaptability and non-linearity.
Additionally, we design a lightweight, deployable decoder
inspired by BiSeNet [11], featuring a dual-branch structure
to process low and high frequency features separately.
This architecture balances accuracy, memory efficiency, and
speed, making it suitable for real-time and edge applications.

Experimental results and ablation studies confirm the
superior performance of DocSafe over existing robust
steganography models. It consistently preserves high percep-
tual quality across both face and object datasets. In print-
based evaluations, DocSafe M-1 achieves a 100% decoding
rate on face images down to 2 x 2 cm, while M-2 and M-3
attain 100% at 3 x 3 cm and up to 85% at 2 x 2 cm on complex
object datasets—surpassing all previous print-proof models.

Furthermore, the newly proposed decoder significantly
reduces memory usage: compared to the original U-shaped
decoder from StampOne (approximately 235 MB), the
redesigned decoder achieves similar or better performance
using only 77 MB, enhancing its suitability for deployment
in resource-constrained environments.

In summary, the main contributions of this work are:

o A detailed analysis and optimization of frequency
decomposition as a preprocessing strategy for robust
steganography.

o An in-depth evaluation and integration of covariance-
based loss functions to minimize distributional discrep-
ancies and improve generalization.

o A redesign of the Message Embedding Networks
(MENS) and decoder architecture to enable efficient
message hiding within small, targeted regions of the
image.

In Section II, we review existing image steganography
models and highlight the need for a more robust and
deployable solution. Section III presents two key analyses
foundation—frequency decomposition and covariance loss
optimization—that guide our framework design. Section IV
details the DocSafe architecture, including the encoder,
decoder, and message embedding variants. Finally, Section V
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FIGURE 1. The full architecture of DocSafe consists of an encoder and a decoder. A dedicated preprocessing module is first applied to the inputs.
The original image is transformed into gradient maps and wavelet sub-band representations to extract frequency-domain information. In parallel,
the message input is processed through the Message Expansion Network (MEN). The resulting features are then fused and passed through the
U-Net and convolutional layers of the encoder, which generates a residual image. This residual is added to the original image to produce the
encoded image. To simulate real-world distortions, the encoded image is degraded using random noise transformations. Before decoding,

a preprocessing stage enhances high-frequency components to facilitate message recovery. The decoder then reconstructs the embedded message
from the distorted input. During training, different loss functions are applied to the encoder and decoder, and two discriminators are incorporated

to further improve performance.

reports experiments evaluating DocSafe under digital and
physical distortions, compared to state-of-the-art methods.

Il. RELATED WORK

Our goal is to develop robust steganography models capa-
ble of generating a stamp-like guard layer to ensure ID
authenticity and support brand protection. To this end,
we review watermark and steganography methods with a
focus on robustness to real-world distortions and applicability
in security-critical scenarios.

Non-Robust steganography, Traditional steganography
models that do not utilize deep learning techniques attempt
to conceal messages within the spatial domain [12] or
frequency domain [8], [13], [14], [15] of images. These
approaches rely on hand-crafted features [14], learning-
based techniques [3], [4], [16], or dynamically selecting the
embedding bit-plane (LSB, Bit2SB, or Bit3SB) based on
local image characteristics [17]. However, these methods
generally lack robustness against a range of distortions and
attacks introduced by real-world processes such as printing,
scanning, photography, and digital transmission through
social media platforms.
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In contrast, deep learning-based steganography models
demonstrate significantly higher robustness against multiple
noise sources [18]. With the continued evolution of this
field, recent models [1], [2], [3], [4] have been developed
that exhibit high robustness and printer-proof capabilities,
effectively resisting image distortions caused by digital
transformations, printing processes, and camera capture
artifacts.

Robust steganography, HiDDeN [18] is the first robust
deep learning-based steganography model that incorporates
random noise simulation and image distortions during
training to achieve digital robustness. The applied distortions
include Gaussian blurring, pixel-wise dropout, cropping, and
JPEG compression, ensuring the model’s ability to withstand
common digital transformations. HiDDeN leverages Gen-
erative Adversarial Networks (GANs) to generate encoded
images, embedding a bit-string array within a cover image
while maintaining imperceptibility and resilience against
various forms of degradation.

StegaStamp [4] introduces a highly robust steganography
model with printer-proof capability, enabling the decoding
of hidden messages even after printing and scanning. This
robustness is achieved by incorporating various image
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FIGURE 2. We explore three different message embedding networks. M1
is designed for Model v1, where a linear layer is employed to project the
input message to a higher-dimensional space. M2 and M3 are used in
Model v2 and Model v3, respectively. In both M2 and M3, a learnable
embedding layer—commonly used in natural language processing
models—is utilized to map discrete message tokens into continuous
high-dimensional representations. The primary distinction between these
two networks lies in their activation functions: M2 applies two successive
LeakyRelLU activations, while M3 incorporates a combination of Snake
and GELU activations to better capture non-linear message
transformations.

distortions into the training process, including warping,
rotation, and color transformations, which simulate real-
world degradations encountered during the printing process.
To further enhance its performance, StegaStamp modifies
the U-Net architecture of the encoder by removing the
bottleneck, allowing for better feature preservation and
information flow. Additionally, it employs the Learned
Perceptual Image Patch Similarity (LPIPS) metric [19] as a
perceptual loss function, significantly improving the visual
quality of encoded images.

CodeFace [3] represents the next generation of StegaS-
tamp, specifically designed for highly robust steganography
in frontal face detection, with a primary application in
identification cards (ID cards). CodeFace not only enhances
the perceptual quality of frontal face-encoded images by
minimizing facial feature discrepancies between original and
encoded images—leveraging models such as FaceNet [20]—
but also introduces a defined conditions, making it highly
suitable for real-world industrial applications in secure
identity verification.

RoSteALS [16] explores modifying the latent code of
an image by introducing controlled variations, uncovering
the possibility of embedding meaningful messages (secrets)
directly into the latent space without perceptually altering
the image content. The model enables message retrieval
through an additional decoder network that extracts the
embedded information from the encoded images. To achieve
this, RoSteALS employs an autoencoder architecture where
both the image and the message are passed through the
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downsampling phase of the autoencoder, mapping them
into their respective latent representations, typically 4x or
8% smaller than the original inputs. The latent codes of
the image and message are then combined before passing
through the upsampling network to reconstruct the encoded
image. A key strength of RoSteALS is its robustness against
severe digital image perturbations. This resilience is achieved
by introducing multiple noise sources from ImageNet-C
[21] during training. The injected distortions include bright-
ness, saturation, contrast variations, JPEG compression
artifacts, and spatter noise, enhancing the model’s ability
to withstand digital image degradations while preserving
message integrity.

StampOne [1] is a highly robust steganography model
designed with printer-proof capabilities. It focuses on
developing a unified preprocessing strategy for both the
encoder and decoder, enhancing high-frequency preservation
to achieve a balanced representation of low- and high-
frequency components in the output. A key advantage of
StampOne is its modular design, allowing the use of any
arbitrary U-shaped network for message embedding, as long
as the proposed preprocessing framework is applied before
the encoder and decoder. To optimize perceptual quality in
the encoded images, StampOne introduces multiple Message
Preparation Networks, ensuring superior imperceptibility
while maintaining accurate message recovery. Additionally,
the model incorporates a Spectral Discriminator within the
decoder during training, which specifically enhances high-
frequency components to improve message retrieval accuracy
and robustness.

The Watermark Anything Model (WAM) [22] is a water-
marking framework that leverages segmentation to embed
watermarks specifically in regions of interest, while leaving
the remaining parts of the image untouched. This selective
embedding strategy enables WAM to hide and reliably decode
watermarks even from small localized regions. Moreover,
WAM demonstrates strong robustness against common image
manipulations, including inpainting and splicing attacks.

RiemStega [6] is another high-level robust steganography
model developed for print-proof applications. Structurally
inspired by CodeFace and StegaStamp, RiemStega adopts
their encoder-decoder architecture and inherits their robust-
ness characteristics, enabling reliable message recovery
even under severe distortions such as printing, scanning,
geometric warping, and additive noise. A major contribution
of RiemStega is the integration of a Riemannian loss
function (RiemL), which minimizes the covariance distance
between the feature distributions of the encoded and original
images, thereby enhancing the model’s domain robustness
and retrieval accuracy.

Some related works focus more on watermarking. For
example, Dzhanashia and Evsutin [23] proposed a U-Net
encoder with a CNN-based decoder to embed and recover
a 2-bit message in 32 x 32 images, showing robustness to
geometric distortions. Similarly, Lakasek and Elhadi [24]
introduced an imperceptible blind watermarking method

VOLUME 14, 2026
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FIGURE 3. The input RGB image and message are first processed through a gradient operator and wavelet transform, expanding it
from 3 to 12 channels (R, G, B per sub-band). A depthwise convolutional layer in both the encoder and decoder assigns learnable
weights to each wavelet sub-band channel, adaptively controlling their contribution and indicating the significance of each frequency
component during processing.(A) Controlling the passage of wavelet sub-band levels derived from the original image.(B) Modulating
wavelet sub-band levels associated with the secret message during embedding.(C) Adjusting wavelet sub-band levels in the encoded

image as part of the decoder’s reconstruction process.

using the Non-Subsampled Shearlet Transform (NSST),
embedding watermark information into the high-frequency
HH directional sub-band to better preserve edge and texture
information.

Inspired by StampOne and StegaStamp, we adopt a
frequency-balance strategy; however, we conduct a detailed
analysis of this mechanism and introduce targeted improve-
ments. Drawing from RiemStega, we incorporate covariance-
based loss functions into both the encoder and decoder,
systematically evaluating different covariance formulations
to identify the most effective configuration for each com-
ponent. Finally, we design a novel decoder architecture
and introduce an automatic masking mechanism in the
encoder, enabling the message to be embedded selectively
into semantically appropriate regions of the image.

Ill. FOUNDATIONS: FREQUENCY ANALYSIS,
COVARIANCE LOSS OPTIMIZATION

This research makes two key contributions. First, it offers
a detailed analysis of the role of low and high frequency
components in robust steganography, revealing how each
contributes to message integrity. Second, it presents a
comprehensive evaluation of covariance-based loss functions
for reducing distributional discrepancies during encoding and
decoding. Together, these insights enable the development of
a more robust and industrially applicable framework.

A. EFFECT OF FREQUENCY-LEVEL SELECTION

The attenuation of low or high frequency information
presents a critical challenge for robust steganography models
[1], due to three main factors:

« Vulnerability to image distortions: Various distortions—
arising from digital transmission, printing, or camera
capture—can degrade specific frequency components,
compromising the integrity and quality of the embedded
message.
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« Decoder reliance on high-frequency or gradient features:
Robust steganography decoders typically detect higher
luminance transitions rather than relying on homoge-
neous luminance areas. Accurate message retrieval thus
depends on preserving edge and gradient information,
which resides in the high-frequency domain, rather than
low-frequency color variations.

o Perceptual quality of encoded images: Maintaining a
balanced frequency distribution in the encoder output
is essential to ensure imperceptibility while preserving
sufficient information for reliable message extraction.
This balance supports both visual fidelity and decoding
accuracy.

Building on prior efforts to address frequency imbalance
in robust steganography models [1], [4], this work adopts
a frequency-aware preprocessing strategy inspired by Stam-
pOne, applied to both the encoder and decoder inputs.

During the preprocessing stage, each input RGB image
undergoes both gradient extraction and Haar Wavelet Trans-
form decomposition. The wavelet transform splits each color
channel into four frequency sub-bands—Low-Low (LL),
High-Low (HL), Low-High (LH), and High-High (HH)—
yielding a total of 12 wavelet channels across the three
color channels. These are subsequently concatenated with a
3-channel gradient map, resulting in a 15-channel composite
input representation.

To regulate the contribution of each component, a depth-
wise convolutional layer is introduced. This layer learns
adaptive weights for the individual frequency sub-bands and
gradient channels, modulating their influence during both
encoding and decoding. Serving as a significance indicator,
this mechanism allows the network to prioritize informative
spectral components while attenuating less relevant ones.
We gain insight into which wavelet sub-bands are consis-
tently emphasized by analyzing the learned weights from this
depthwise convolution across the training data. The learned
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TABLE 1. Evaluating of encoded image quality and decoder performance across six models—M-ALL, M-Grad, M-LL, M-HL, M-LH, and M-HH—each defined
by different frequency filtering strategies applied during preprocessing. Trained on a face image dataset, these models enable a controlled comparison of
how specific spectral components affect visual fidelity and message retrieval accuracy.

Encoded images quality (B) Bit accuracy

Methods | SSIM({}) LPIPS({}) ColorHisto({}) FID({}) | 5x5cm 4x4cm 3x3cm  2x2cm
M-All 0.91 0.03 0.06 11.21 92 80 62 12
M-Grad 0.83 0.03 0.06 19.45 90 75 57 2
M-LL 0.71 0.11 0.09 16.70 32 27 20 0
M-HL 0.70 0.11 0.11 12.44 42 30 12 0
M-LH 0.64 0.15 0.11 20.74 62 57 50 2
M-HH 0.80 0.04 0.05 30.54 55 35 32 5

weight values for each frequency sub-band and gradient
channel are illustrated in Figure 3.

In Figure 3 (A), we illustrate the learned weights
assigned to the frequency components of the original
image. The results show a clear preference for high-
frequency sub-bands, with the HH and LH components
receiving the highest weights—approximately 45% and
24%, respectively—followed by LL (17%), gradient features
(11%), and HL (3%).

In contrast, the learned frequency weights for the mes-
sage input, shown in Figure 3 (B), exhibit a markedly
different distribution. The gradient component receives the
highest weight (31%), followed by the HL sub-band (30%),
LL (22%), HH (15%), and LH (1%). This distribution
highlights the critical role of edge information—captured
by the gradient and HL components—in effective message
embedding and recovery. The model’s emphasis on these
features suggests that sharp transitions and directional
structures are particularly informative for accurately hiding
and recovering the message.

Continuing the analysis, Figure 3 (C) shows the learned
frequency weights for encoded images as processed by the
decoder. Notably, the distribution closely mirrors that of
the message input in the encoder. The gradient component
receives the highest weight (44%), followed by HH (26%),
LH (14%), LL (12%), and HL (4%). This alignment
indicates that the decoder heavily relies on high-frequency
and edge-related features—particularly gradients and HH
components—for accurate message reconstruction, further
emphasizing the critical role of these spectral cues across the
entire encoding-decoding pipeline.

These findings suggest that message embedding can-
not rely solely on a fixed frequency range. Instead, the
optimal frequency emphasis may vary depending on the
input type. While high-quality encoded images benefit
from preserving higher-frequency components such as HH,
successful message embedding and recovery rely more
heavily on the gradient information than on isolated wavelet
sub-bands.

In the next phase of our analysis, we conducted a
controlled evaluation to quantify the individual contributions
of specific wavelet frequency components to steganography
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performance. To this end, we manually filtered selected
sub-bands and trained six distinct models, each utilizing a
different combination of frequency inputs. These include:
M-ALL, which incorporates all components (Gradient, LL,
LH, HL, HH); M-Grad, using only the gradient; M-LL,
combining the gradient with the lowest low-frequency sub-
band (LL); M-HL, pairing the gradient with the highest
low-frequency sub-band (HL); M-LH, including the gradient
and the lowest high-frequency sub-band (LH); and M-HH,
combining the gradient with the highest high-frequency sub-
band (HH). This experimental design allows for a direct
comparison of each sub-band’s effectiveness in supporting
robust steganography models. The results are summarized in
Table 1.

Notably, all other tested combinations of frequency
components failed to converge during training, underscoring
the importance of informed frequency selection for ensuring
model stability and robustness.

The best overall performance is achieved by the M-ALL
model, which utilizes the complete set of wavelet sub-bands
along with gradient information. This configuration yields
the highest scores in both perceptual quality of the encoded
images and decoding accuracy on printed samples.

In terms of perceptual quality, the performance ranking
from best to worst is: M-ALL, M-Grad, M-HH, M-LL,
M-HL, and M-LH. For decoder accuracy, the ranking is:
M-ALL, M-Grad, M-LH, M-HH, M-HL, and M-LL.

These results indicate two key insights: first, a complete
set of frequency sub-bands is essential for achieving optimal
image quality and message recovery; second, for improving
decoding robustness, particular attention should be given to
the LH (low-high) frequency sub-band, which appears to play
a critical role in preserving essential features for message
reconstruction.

B. DOMAIN ADAPTATION THROUGH COVARIANCE

Deep learning models frequently encounter the domain shift
problem—also known as domain adaptation (DA)—where
significant discrepancies between the training and testing
data distributions lead to reduced performance [9], [25],
[26]. This issue is especially critical in steganography, where

VOLUME 14, 2026
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FIGURE 4. We conducted 10,000 training steps for five different
steganography models, each employing a distinct formulation for
covariance minimization between the input and recovered messages.
Among these, the most stable and consistent results were achieved using
the Affine-Invariant Riemannian Metric (AIRM).
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FIGURE 5. Shows examples of encoded images generated using different
covariance loss functions. All networks share the same architecture and
training conditions; the only variation lies in the type of covariance loss
function applied between the original and encoded images in the
encoder. Among the tested configurations, M-Stein produced the best
visual results, demonstrating superior perceptual quality and fidelity.

synthetic training noise often fails to reflect the complexity
and variability of real-world distortions [27], [28], [29].

To address domain shift and accelerate convergence,
we propose a batch-wise covariance loss, inspired by the
Log-D-CORAL framework [9] and extended by Riem-
Stega [6]. This loss aligns the second-order statistics—
specifically, covariance matrices—between paired input and
target batches (e.g., original and encoded images).

To compute the loss, we first apply a patch embedding
and positional encoding function Fj,, following the Vision
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TABLE 2. Evaluation of visual quality across four models—M-AIRM-
NoPatches, M-AIRM, M-Stein, and M-Jeffrey—trained with different
covariance losses. All share the StampOne architecture; the key variation
is in the covariance similarity metric used.

covariance loss type for encoder ‘

Methods SSIM () LPIPS({}) ColorHisto ({}) FID ({})
M-AIRM-NoPatches 0.79 0.04 0.05 30.54
M-AIRM 0.82 0.03 0.05 16.77
M-Stein 0.86 0.03 0.04 14.83
M-Jeffrey 0.80 0.06 0.12 25.30

Transformer (ViT) paradigm [30]. This function segments
each image into non-overlapping patches, flattens them
into vectors, and augments them with learnable positional
encoding to preserve spatial structure. The resulting patch
embeddings are denoted as f;;, = F),(fin) and fi, = Fp(l1a),
representing the input and target batches, respectively. This
transformation reformulates each image as a sequence of
patch-level feature vectors, facilitating the computation
of second-order statistics, specifically covariance matrices,
across the batch. These covariance matrices—denoted as Cy,
for the input and Cy, for the target—serve as the basis for the
batch-wise covariance loss.

To identify the most effective approach for computing
and minimizing covariance differences in the encoder and
decoder networks, we evaluate the similarity between covari-
ance matrices using four established metrics: Log-Euclidean
Distance (dg), Affine-Invariant Riemannian Metric (AIRM)
(darm), Jeffrey Divergence (djeftrey), and Stein Divergence
(dstein)- They are computed both between input and recovered
messages (decoder path) and between original and encoded
images (encoder path), separately.

The Log-Euclidean Distance, as used in Log-D-
CORAL [9], is computed by:
1
dLE(Cin, Cia) = 75 108(Cin) = log(Cu)llF - (1)
where log(-) denotes the matrix logarithm and || - ||F is the
Frobenius norm, defined as ||A||r = Zi’ ; |A,~j|2.

The Affine-Invariant Riemannian Metric (AIRM), adopted
in RiemStega [6], provides a more geometrically accurate dis-
tance between Symmetric Positive Definite (SPD) matrices
and is defined as:

@

darw(Cin, Cua) = [log(C,' |,
This formulation preserves the intrinsic Riemannian manifold
structure of the covariance space, enabling more robust
alignment of second-order statistics between input and
target domains. By respecting the geometric properties of
symmetric positive definite (SPD) matrices, it enhances
domain invariance and promotes better generalization in
steganography applications.

The Jeffrey Divergence (JD), a symmetric version of the
Kullback-Leibler divergence for Gaussian distributions with
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equal means, is computed as:
1 _ 1 _
dietrey (Cin, Cia) = 5 t1(Cy, ' Ca) + S t(Cg ' Ci) —d (3)

where tr denotes the trace (sum of diagonal elements) of a
matrix (tr(A) = 39| Ay).

The Stein Divergence (also known as the Jensen—Bregman
LogDet Divergence) is a determinant-based metric that is
computationally efficient and well-suited for SPD matrices:

C; C
dstein = \/10g ‘%

1 1
— 5 10g|Cin| — 7 1l0g|Cial  (4)

To determine the most effective covariance minimization
loss for the decoder, the steganography networks were trained
independently for 10, 000 steps, the results are summarized
in Figure 4. The models employing Log-Euclidean Distance
and Stein Divergence failed to converge, with bit accuracy
remaining around 0.54. Other loss functions yielded perfor-
mance comparable to the baseline (i.e., no covariance loss
applied), suggesting limited utility in this context. In contrast,
the AIRM demonstrated superior stability—particularly after
the introduction of random noise distortions at step 2,000—
and continued to show consistent improvement throughout
extended training up to 310,000 steps. These results highlight
AIRM as the most effective option for enhancing decoder
robustness under noisy conditions.

The purple line in Figure 4 represents the case where
AIRM is applied without batch-wise computation—similar
to the configuration used in the RiemStega model. Under this
condition, the decoder exhibits performance comparable to
the baseline scenario without any covariance minimization
loss, indicating that AIRM without batch-wise adaptation
provides limited benefit.

After identifying AIRM as the most effective option for
use as a decoder loss function, we evaluated five different
covariance-based loss functions for the encoder. Each model
was trained for 160, 000 steps. The comparative results—
assessing both the perceptual similarity between encoded
and original images, as well as the decoder’s performance
in recovering messages from printed encoded images—are
summarized in Table 2. Qualitative examples of the encoded
images generated by each configuration are presented in
Figure 5.

IV. INTRODUCE AN EFFICIENT AND ADAPTABLE
NETWORK
Building on our analysis of frequency selection and covari-
ance loss, we introduce the optimized steganography model
DocSafe, illustrated in Figure 1. The encoder builds upon
StampOne with key enhancements, including a redesigned
Message Embedding Network supporting spatial masking.
The decoder is fully rearchitected—drawing inspiration from
BiSeNet [11]—to enhance feature extraction and message
reconstruction while remaining computationally efficient.
As illustrated in Figure 1, the encoder receives the original
image, mask, and message as inputs. The image is first
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processed using gradient and wavelet transforms to enhance
spatial-frequency representations. The message is passed
through a linear embedding layer, reshaped to the image size,
and combined with the transformed image features before
being processed by a U-Net-based encoder that predicts a
residual image. The mask is applied within the Message
Enhancement Network (MEN) and again at the end of the
encoder to constrain the residual. The encoded image is
generated by adding the residual to the original image. During
training, several distortions are applied to the encoded images
before they are passed to the decoder, which uses a similar
preprocessing stage to recover the embedded message. The
model is trained using multiple loss functions for the encoder
and decoder, along with two discriminators to improve
robustness and visual quality.

A dedicated preprocessing module is first applied to the
inputs. The original

The complete encoder—decoder pipeline is illustrated in
Figure 6. As shown in the figure, we employ Bose—
Chaudhuri-Hocquenghem (BCH) error correction coding,
which plays a crucial role in improving the robustness and
decoding accuracy of the system.

A. INTEGRATION OF FREQUENCY AND COVARIANCE
FOUNDATIONS

Guided by our frequency analysis, we adopt the M-ALL input
configuration for the DocSafe architecture—allowing all
frequency components to pass through—while introducing a
custom initialization scheme for the depthwise convolutional
weights based on the learned importance of each sub-
band. Specifically, weights are initialized as follows: for
the original image, HH and LH are set to 0.6 and 0.4; for
the message input, the gradient and HL components are
set to 0.5 each; and for the encoded image in the decoder,
the gradient and HH components are set to 0.6 and 0.4,
respectively. All other weights are initialized to zero. This
strategy biases the network toward the most informative
components, promoting faster convergence and improved
robustness.

In parallel, based on our covariance loss analysis,
we employ Stein divergence as the loss function between
original and encoded images during encoder training, and
the Affine-Invariant Riemannian Metric (AIRM) to align
covariance between the input and recovered message in the
decoder.

B. ENCODER

The primary enhancements to the encoder are cen-
tered around the Message Embedding Networks (MENs),
as depicted in Figure 2. Unlike the embedding mechanism
used in StampOne, which distributes the message uniformly
across the entire image, our goal is to enable selective
message embedding—targeting semantically relevant regions
such as faces or objects while avoiding less informative
background areas. To achieve this, we introduce three
newly designed and distinct architectures for the embedding
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FIGURE 6. Full Encoder-Decoder Pipeline of DocSafe. The input string is converted into a 256-bit binary sequence using BCH error
correction [31] and reshaped to 16 x 16. The original image and mask are resized to 256 x 256. The encoder takes the image, mask, and
message as inputs. After preprocessing, message and image features are projected to (B, 128, 256, 256) and (B, 32, 256, 256), respectively,
and passed through U-Net and convolutional layers to generate a residual image. This residual is added to the original image to obtain the
encoded image. The encoded image is printed and captured by a smartphone camera. The captured image is then processed by the

decoder to recover the embedded message.

module, referred to as MEN-1, MEN-2, and MEN-3, each
tailored to improve control, flexibility, and generalization
across diverse image domains.

Message Embedding Network: MEN-1 uses a linear
layer to project the input message into a (3,128, 128)
feature map, activated by Snake and guided by a monocular
depth map to focus embedding on semantically relevant
regions. This is enhanced through frequency modules and
upsampled to match the encoder input shape. While effective
on structured datasets (e.g., faces or vehicles), MEN-1 shows
limited generalization to diverse datasets like COCO or
DeepFashion.

To improve generalization on heterogeneous datasets,
MEN-2 and MEN-3 replace the linear layer with a learnable
embedding layer that maps messages directly to (3, 256, 256)
feature maps. After frequency enhancement and a convo-
lution with 1 x 1 kernel size to reach (256, 256, 256),
the output is fused with the cover image. MEN-2 uses
LeakyReLU, while MEN-3 combines Snake and GeLU
activations. Although they slightly underperform MEN-1
on domain-specific tasks, MEN-2 and MEN-3 offer better
robustness and adaptability to diverse real-world data.

The visual outcomes of encoded images generated using
the three proposed Message Embedding Networks are
presented in Figures 7 and 8, corresponding to unmasked
(full-image) and masked embedding, respectively. These
comparisons highlight the influence of each design on
the spatial localization and frequency characteristics of the
outputs.
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U—shape network: we exclusively use and evaluate the
encoder with AttentionVNet [32] as the U-shaped network in
DocSafe. AttentionVNet is particularly effective in enhanc-
ing high-frequency retention, making it a suitable choice for
robust steganography embedding. However, it is important to
note that the U-shaped network in DocSafe can be replaced
with other architectures, depending on specific application
requirements. At the final stage of the DocSafe encoder
network, the residual output is element-wise multiplied by
the mask to ensure that message embedding is confined to the
regions of interest, leaving the non-target areas of the encoded
image unaltered.

C. DECODER

For DocSafe, we propose a new decoder architecture,
replacing the conventional U-shaped network with a dual-
branch structure consisting of a low-frequency passing
branch (Spatial Path) and a high-frequency passing branch
(Context Path), as illustrated in Figure 1.

The low-frequency passing branch is composed of three 2D
convolutional layers, each followed by the SiLU activation
function and batch normalization to preserve spatial informa-
tion while maintaining computational efficiency.

The high-frequency passing branch utilizes ResNet
(ResNet-34 and ResNet-18) as its backbone, enhanced by
a Signal Attention Network at the final stage. To adapt
ResNet for our purpose, we remove its two final fully
connected layers and extract two feature maps from the
last 2D convolutional layer. These feature maps are then
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FIGURE 7. Representative samples of encoded images without spatial masking are presented, where the message is uniformly embedded across the
entire image, leading to more globally distributed visual modifications. Model M-1 produces high-quality encoded images; however, its decoder
performs well only on the face image dataset. In contrast, Models M-2 and M-3 generate encoded images with lower visual quality compared to M-1,
but demonstrate improved and acceptable decoder performance on the object image dataset.

processed through two 1D convolutional layers (kernel
size = 1), followed by an Attention Refinement Module
(ARM) [11], which helps refine and enhance high-frequency
features. The outputs are then merged to form the final
representation of the high-frequency passing branch.

Finally, the low-frequency and high-frequency branches
are fused using a signal-gated attention mechanism [32],
similar to the approach used in the encoder. This design
achieves an optimal balance between spatial detail retention
and high-frequency feature enhancement, while also reducing
the network size and improving the model’s efficiency and
processing speed. As a result, it significantly enhances mes-
sage reconstruction quality and robustness in steganography
applications.

D. DISCRIMINATORS

Encoder discriminator: We employ a standard discriminator
in the encoder training pipeline, which receives both the
original image (I,r;) and the encoded image (Io;) as inputs.
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To optimize the discriminator’s behavior more effectively,
we utilize two separate Adam optimizers with distinct
objectives.

The first optimizer is dedicated solely to reinforcing the
discriminator’s ability to recognize real images, by minimiz-
ing the following objective:

DLyeq = Mean(IOg(D(Iorg))) ©)

The second optimizer operates jointly with the rest of the
network’s loss functions and aims to minimize the difference
in discriminator outputs between the original and encoded
images. This is formulated as:

Lyeas = Mean(ZOg(D(Iorg)) — log(D(Ienc)) (6)

This two-optimizer setup allows for stable adversarial
training while also guiding the encoder to generate visually
convincing outputs that remain indistinguishable from the
original images in the discriminator’s feature space.
Decoder discriminator: We incorporate a spectral dis-
criminator into the decoder training, inspired by StampOne,
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‘Original Images

FIGURE 8. Examples of encoded images where the message is embedded
exclusively within the masked regions.

to enhance the recovery of high-frequency details essential
for accurate message reconstruction.

In this design, both the original message (m) and the
reconstructed message (mpc = Dec(lenc)) are transformed
into the frequency domain via the Fast Fourier Transform
(FFT). A high-pass filter is applied to suppress low-frequency
components, resulting in frrr(m) and frrr(Mirec), Which are
then input to the spectral discriminator D [7].

The adversarial loss is defined as:

Ladv = Em ~ paa [log D(fgpr(m))]
+ Emrec ~ Prec [10g(1 - D(fFFT(mrec)))] (7

where, frrr () denotes the composition of the FFT and high-
pass filtering operations. This adversarial loss encourages
the decoder to accurately reconstruct high-frequency com-
ponents of the embedded message, which is crucial for
robustness under real-world degradations.

E. LOSS FUNCTIONS

Covariance loss functions: the AIRM formulation (Larar)
is selected as the covariance loss function for the decoder and
the Stein divergence (Ls;.in) for the encoder.

Histogram color loss function: To minimize color
discrepancies between the original and encoded images,
we adopt a color representation strategy inspired by prior
work in chroma-aware image processing [33], [34], [35].
To computing the Histogram color loss function (Lcolort),
we convert images from the RGB color space to a
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two-dimensional log-chroma space, which offers a perceptu-
ally meaningful representation of chromatic content. In this
space, we compute histograms of chromatic information—
denoted as Hyy for the original image and Henc for the
encoded image. To quantify the color similarity between the
original and encoded images, we define a color histogram loss
function, Lcolor, based on the Euclidean distance between
the square roots of the two histograms:

1/2 1/2
m@—m&z (8)

1

LcolorH ﬁ
Here, the square root is applied element-wise to ensure
the metric is both symmetric and differentiable. This loss
function encourages the encoded image to preserve the
chromatic characteristics of the original, thereby enhancing
perceptual fidelity—an essential factor in visually impercep-
tible steganography.

Perceptual loss functions: For encoder, we also use
the Learned Perceptual Image Patch Similarity (LPIPS)
metric [19] (Lrpips) and Mean Squared Error (MSE) (Lyssg)
between the original and encoded images as the primary
perceptual loss functions.

Encoder loss functions: Full loss function for encoder is,

Lgncoder = Astein X Lstein
+ Acolor X LcolorH
+ Arpips X Lrpips
+ AMSE X LMSE )

where, the weights of each component, denoted by Agein,
AcColor» MLpIps, and AmMsg, are adjusted to balance their
respective contributions.

Decoder loss functions: The primary objective function
used to train the decoder is the binary cross-entropy
loss (Lpcr), which measures the difference between the
original and recovered binary messages. To further enhance
robustness—particularly in the presence of domain shifts and
noise—we also incorporate the batch-wise AIRM covariance
loss (Larrm ), which aligns the second-order statistics between
the input and the decoded messages.

The combined decoder loss function is defined as:

(10)

where Agry and Apcr are scaling coefficients that control
the contribution of each loss term. These hyperparameters are
carefully tuned to ensure a proper balance between statistical
alignment and message reconstruction accuracy, allowing the
decoder to perform reliably under a variety of real-world
conditions.

Lpecoder = AAIRM X LAIRM + ABCE X LBCE

F. NOISE AUGMENTATION

To improve decoding robustness, DocSafe employs progres-
sive noise augmentation during training, including Gaussian
noise, JPEG artifacts, grayscale conversion, affine transfor-
mations, cropping, and other distortions [36], [37]. This
strategy helps the decoder adapt to real-world noise and
enhances overall resilience.
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TABLE 3. Encoded image quality metrics for the face dataset presented in two parts: (A) reports the results when the message is embedded across the
entire image. (B)presents the results when a spatial mask is applied, restricting message embedding to specific facial regions. The results are evaluated
on the object dataset, which consists of 2,000 face images randomly selected from the FFHQ test set.

(A) no mask (B) using mask
Methods PSNR () SSIM(f) LPIPS({}) ColorHisto (}) FID ({}) | PSNR(f) SSIM(f) LPIPS({) ColorHisto ({}) FID ({})
StegaStamp [4] 27.82 0.69 0.18 0.43 36.92
Code Face [3] 32.31 0.93 0.30 0.08 20.70
RiemStega [6] 32.01 0.90 0.02 0.06 21.66
StampOne [1] 28.61 0.81 0.30 0.10 33.63 - - - - -
DocSafe(M-1) 31.01 0.85 0.03 0.05 16.77 31.17 0.90 0.03 0.05 16.77
DocSafe(M-2) 27.39 0.80 0.06 0.05 35.75 28.42 0.82 0.06 0.05 35.72
DocSafe(M-3) 29.06 0.86 0.09 0.08 22.02 30.68 0.88 0.04 0.04 22.0
RoSteALS [16] |  32.81 0.95 0.04 0.09 1349 |

TABLE 4. Encoded image quality metrics for the object dataset presented in two parts: (A) shows the results when the message is embedded across the
full image. (B) presents the results when a spatial mask is applied and the message is hidden only within the masked region. The evaluation was
conducted using the object dataset, comprising 4,000 images randomly sampled from the COCO test set.

(A) no mask (B) using mask
Methods PSNR(f) SSIM(f) LPIPS({}) ColorHisto (}) FID({}) | PSNR(f) SSIM(f) LPIPS(}}) ColorHisto ({}) FID ({})
StegaStamp [4] 22.36 0.66 0.20 0.28 15.07
Code Face [3] 25.37 0.90 0.30 0.08 16.7
RiemStega [6] 24.61 0.89 0.04 0.07 8.66
StampOne [1] 24.36 0.81 0.33 0.10 16.23 - - - -
DocSafe(M-1) 23.83 0.80 0.10 0.12 4.11 24.21 0.81 0.10 0.08 4.10
DocSafe(M-2) 24.12 0.79 0.04 0.05 13.24 24.32 0.81 0.03 0.05 13.23
DocSafe(M-3) 24.37 0.84 0.13 0.08 7.17 24.64 0.85 0.12 0.06 7.15
RoSteALS [16] |  25.12 0.90 0.04 0.09 2028 |

V. EXPERIMENTS

A. DATASETS, TRAINING DETAILS AND METRICS

Datasets: The DocSafe model was trained separately on
face and object datasets to optimize domain-specific perfor-
mance. The face-domain model (M-1) used 51, 990 diverse
images from datasets Flickr-Faces-HQ (FFHQ) [38], PICS
Face, Color FERET [39], the AT&T Face Database [40],
VGGFace2 [41], and the BiolD Face Database [42] datasets.

For object-domain training (M-2 and M-3), subsets
of COCO [10] and DeepFashion [43]—comprising over
250, 000 images—were used.

Evaluation for digital robustness employed 4, 000 COCO
and 2,000 FFHQ test image datasets. For printer-proof
testing, 40 representative images were selected from each
COCO and FFHQ datasets, ensuring variation in facial and
object characteristics.

Depth monoclonal mask: To generate and apply spatial
masks during training, we utilized Depth-Anything-V2 [44]
to extract depth-aware regions of interest. Throughout
training, we randomly alternated between using these depth-
derived masks and applying full-image message embedding,
enabling the model to learn effectively under both masked
and unmasked conditions. become sure at least mask for
hiding message cover 30% of images. Furthermore, to ensure
sufficient space for message embedding, we constrained the
selected mask to cover at least 30% of the image area.

Training details: During the training process, we used
a batch size of 10. The coefficients for the encoder loss
function in Equation 9 were set as follows: Acyor = 0.8,
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Arpeips = 2, Amse = 1, Asrein = 0.6 and Agp = 1. For the
decoder loss function coefficients in Equation 10, we set
Arp = 1, Apce = 10, and Agryy = 4. These settings were
inspired by StampOne and RiemStega.

The models were trained on a single NVIDIA GeForce
RTX 3090 GPU, utilizing the Adam optimizer with an initial
learning rate of 0.0001. The learning rate was decreased by
10% every 20000 steps.

Metrics: To evaluate the quality of the encoded out-
put relative to the original cover image, we employ a
comprehensive set of metrics. These include the Structural
Similarity Index Measure (SSIM) [45] to assess perceptual
similarity, Peak Signal-to-Noise Ratio (PSNR) [46], the
Learned Perceptual Image Patch Similarity (LPIPS) [19]
for deep learning-based perceptual similarity evaluation,
and Histogram Color loss (Lcoiorg) [35] to analyze color
distribution consistency. Additionally, to measure the overall
quality of image collections within the dataset, we utilize
Fréchet Inception Distance (FID) [47].

For evaluating secret message decoding performance,
we report the standard metrics Bit Accuracy (BitAcc) and
String Accuracy (StrAcc). For BitAcc, a randomly generated
bit message is embedded into the original image and then
decoded from the encoded image. The decoded message
is compared with the original message using binary cross-
entropy loss (BCE). StrAcc is defined as the percentage of
decoded strings that are perfectly recovered from the encoded
images across 10 to 20 frames. Specifically, we first generate
a random string (5-8 correct) and convert it into a binary
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TABLE 5. Decoder performance - String Accuracy (StrAcc) - for the face dataset is presented in two parts: (A) reports the results when the message is
embedded across the entire image. (B) presents the results when a spatial mask is applied, restricting message embedding to specific facial regions. The

evaluation was conducted using the face dataset, comprising 40 printed encoded images randomly sampled from the FFHQ dataset.

(A) no mask (B) using mask
Methods 5x5cm 4x4cm 3x3cm 2x2cm | 5X5cm 4x4cm 3x3cm 2X2cm
StegaStamp [4] 72 70 65 48 - - - -
Code Face [3] 55 50 38 15 - - - -
RiemStega [6] 100 100 85 25 - - - -
StampOne [1] 100 100 95 62 - - - -
DocSafe(M-1) 100 100 100 100 100 100 100 100
DocSafe(M-2) 100 100 100 83 100 100 100 64
DocSafe(M-3) 100 100 55 45 100 100 75 45
RoSteALS [16] | 0 0 0 0 0 0 0 0

TABLE 6. Decoder performance - String Accuracy (StrAcc) - for the object dataset is presented in two parts: (A) reports the results when the message is
embedded across the entire image. (B) presents the results when a spatial mask is applied, restricting message embedding to specific object regions. The
evaluation was conducted using the object dataset, comprising 40 printed encoded images randomly sampled from the COCO dataset.

(A) no mask (B) using mask

Methods 5x5cm 4x4cm  3x3cm  2X2cm | S5x5cm 4x4cm 3x3cm  2X2cm
StegaStamp [4] 82 82 82 72 - - - -
RiemStega [6] 100 100 85 22 - - - -
StampOne [1] 100 100 95 62 - - - -
DocSafe(M-1) 60 25 25 0 22 0 0 0
DocSafe(M-2) 100 100 100 85 100 100 85 68
DocSafe(M-3) 100 100 87 60 100 100 72 45
RoSteALS [16] | 0 0 0 0 | 0 0 0 0

representation using Bose—Chaudhuri—-Hocquenghem (BCH)
error correction [31]. BCH codes are cyclic error-correcting
codes constructed using polynomial algebra over finite fields,
enabling reliable detection and correction of multiple random
bit errors in digital data. In our experiments, for models
with a 256-bit message capacity (including DocSafe and
StampOne), BCH encoding is configured with a generator
polynomial of 476, a block correct size of 23 bits, and the
capability to correct up to 8 erroneous bits per string. For
models with 100-bit message capacity, BCH encoding uses
a generator polynomial of 137, a block correct size of 8 bits,
and supports correction of up to 5 erroneous bits per string.

B. BASELINE COMPARISON

CodeFace, StegaStamp and RiemStega achieved a mes-
sage retrieval capacity of 0.13 x 1073 bpp (100 bits in
400 x 400 pixels). This success relied on error-correcting
codes.

RoSteALS model conceals a secret of 100 bits of length
within an image of resolution 256 x 256 x 3, where the
model’s capacity is 0.5 x 1073 bpp.

StampOne embeds a payload of 256 bits, corresponding to
a capacity of 0.13 x 10~ bits per pixel (bpp), into images of
resolution 256 x 256 x 3. The variant of StampOne utilizing
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the Attention-VNet architecture for both the encoder and
decoder is selected as the baseline comparison model in our
experiments.

DocSafe M-1 refers to the DocSafe model trained
specifically on the face dataset. When attempting to train
this configuration on more complex datasets, such as
COCO, the model fails to converge and is unable to learn
meaningful message decoding. M-1 utilizes MEN-1 as its
Message Embedding Network. The embedding capacity of
this configuration is 0.13 x 1072 bpp, corresponding to
256 bits embedded in an image of resolution 256 x 256 x 3.

DocSafe M-2 and M-3 are our DocSafe models that
use MEN-2 and MEN-3, respectively, as their Message
Embedding Networks. These configurations are successfully
trained on the COCO object dataset. Both maintain the same
embedding capacity as M-1: 0.13 x 10~2 bpp (256 bits) for
images of size 256 x 256 x 3.

M-ALL, M-Grad, M-LL, M-HL, M-LH, and M-HH
have structure similar to StampOne with the difference that
the wavelet sub-bands filters and we also do not apply mask
strategy here. These models are only trained with face dataset.

M-AIRM-NoPatches, M-AIRM, M-Stein, and
M-Jeffrey share the same architecture as StampOne, with
the decoder trained using the AIRM covariance loss function.
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The only distinction between these models lies in the
covariance loss function applied to the encoder—that is, the
loss computed between the original and encoded images.
Each variant employs a different formulation: no encoder-
side covariance loss (M-AIRM-NoPatches), AIRM (M-
AIRM), Stein divergence (M-Stein), and Jeffrey divergence
(M-Jeffrey), respectively.

C. FREQUENCY FILTER COMPARISON

Table 1 compares six steganography models using different
frequency-pass filters to identify the most effective strategy
for frequency processing in the proposed model. M-All,
which uses all sub-bands, achieves the best performance and
is therefore selected for subsequent experiments. As shown
in Figure 3, the filter responses vary depending on the input,
which motivated us to initialize the depthwise coefficients
adaptively, as described in Section IV-A.

D. COVARIANCE LOSS FUNCTION EVALUATION

Figure 4 illustrates the performance of our base model under
different covariance loss functions for the decoder. According
to the results, AIRM is the most effective covariance loss
for the decoder. In contrast, Table 2, which compares
the perceptual metrics of encoded images obtained with
different covariance losses for the encoder, indicates that
Stein divergence is more suitable for the encoder. This
observation highlights the task-specific nature of covariance
metrics.

E. IMPACT ON PERCEPTUAL QUALITY
Figures 7 and 8 present examples of encoded images masking
and unmasking, respectively. Corresponding quantitative
perceptual comparisons on the face and object datasets are
reported in Tables 3 and 4, respectively.

For the face dataset without masking as shown in Table 3
(A), RoSteALS achieves the best PSNR (32.81) and SSIM
(0.95), while RiemStega obtains the lowest LPIPS (0.02).
Although DocSafe M-1 is slightly behind in these metrics,
with a PSNR of 31.01, an SSIM of 0.85, and an LPIPS of
0.03, it outperforms all competing methods in ColorHisto
(0.05) and FID (16.77), indicating superior color preservation
and visual realism. In comparison, RiemStega achieves
0.06 in ColorHisto, and CodeFace reports an FID of 20.77,
both of which are inferior to DocSafe M-1. For the face
dataset with masking as shown in Table 3(B), performance
further improves when spatial masking is applied. Specif-
ically, PSNR increases from 31.01 to 31.17 and SSIM
increases from 0.85 to 0.90, while FID and LPIPS remain
unchanged at 16.77 and 0.03, respectively, compared with the
model without masking.

For the more complex COCO dataset, DocSafe M-1
struggles to converge. To address this limitation, DocSafe
M-2 and M-3 were introduced. As shown in Table 4(A), M-
1 achieves the best FID score (4.11), while M-2 and M-3
outperform the other methods in terms of ColorHisto (0.05—
0.08) and competitive LPIPS values (0.04—0.13). Compared
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with previous methods, RiemStega and CodeFace also show
strong perceptual performance. RiemStega achieves an FID
of 8.66 and a ColorHisto score of 0.07, and further obtains
the best LPIPS score (0.04). CodeFace achieves the best
SSIM score (0.90) and the highest PSNR (25.37). These
results indicate that previous methods remain competitive
on some perceptual metrics, although our models achieve
stronger overall performance across multiple evaluation
criteria. As shown in Table 4 (B), the performance of our
model improves slightly when masking is applied; however,
the gain is less significant than that observed on the face
dataset.

Across all datasets, DocSafe models consistently achieve
the lowest FID and ColorHisto scores, while remaining com-
petitive on the other evaluation metrics. This highlights their
strong generalization ability and effectiveness in preserving
the image distribution after message embedding.

F. PRINT PROOF

To evaluate the print-proof capability of the DocSafe
framework on both face and object datasets, we randomly
selected 40 images from the VGGFace?2 dataset and 40 from
the COCO test set. Encoded images from each model were
printed at four physical sizes—5 x 5, 4 x 4, 3 x 3, and
2 x 2 cm—using a Brother L3270CDW printer.

Printed images were captured using a Samsung S22 Ultra
running the IP Webcam app. A custom Python application
decoded the message live. String accuracy (StrAcc) was
evaluated based on whether a randomly generated string was
correctly decoded over 10 to 20 frames.

Decoding results for the face and object datasets are
presented in Tables 5 and 6. Notably, as shown in Table 5(A),
DocSafe M-1 achieves 100% bit accuracy even at a print size
of 2 x 2 cm on face images, demonstrating strong robustness
to resolution loss. DocSafe M-2 also achieves 100% bit
accuracy at 3 x 3 cm and 83% bit accuracy at 2 x 2 cm,
although its performance is slightly lower than that of M-1,
particularly on facial data. These results are substantially
better than those of previous steganography methods, such
as RiemStega (85% StrAcc at 3 x 3 cm) and StampOne (95%
StrAcc at 3 x 3 cm). When a mask is used to embed the
message only within the facial region, as shown in Table 5(B),
excluding the background, M-1 still achieves 100% StrAcc
even at the small print size of 2 x 2 cm. This represents one
of the most significant results of our model.

On the more complex object dataset (Table 6), DocSafe
M-1 does not maintain the high decoding accuracy observed
on facial data. To address this limitation, we introduced
two enhanced variants, DocSafe M-2 and M-3, which show
significantly improved decoding performance across all
tested sizes, particularly at smaller resolutions. In particular,
DocSafe M-2 reliably decodes messages from prints as small
as 3 x 3 cm with 100% StrAcc and from prints as small as
2 x2 cm with 85% StrAcc, demonstrating strong robustness in
more heterogeneous and visually challenging domains. Com-
pared with StampOne, our M-2 model improves decoding
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TABLE 7. Decoder performance, measured in terms of String accuracy (%), is evaluated under JPEG compression, Gaussian noise, and resolution changes

using 2,000 face images randomly selected from the FFHQ dataset.

JPEG (%) Gaussian (Std 0 to 1) Resolution (Pixel)
Methods 70 60 50 0.08 0.06 004 | (60x60) (80 x80) (100 x 100)
StegaStamp [4] | 100 100 100 | 100 100 100 55 80 91
Code Face [3] 80 84 88 55 75 86 2 11 36
RoSteALS [16] 87 90 94 23 35 53 81 97 98
RiemStega [6] 99 100 100 98 99 100 55 99 100
StampOne 100 100 100 98 100 100 84 98 100
DocSafe (M-1) 80 85 100 98 100 100 85 100 100
DocSafe (M-2) 82 87 100 98 98 100 80 98 100
DocSafe (M-3) 82 87 100 90 97 100 80 98 100

TABLE 8. Decoder performance, measured by String Accuracy (%),
is evaluated under contrast and brightness variations using 2,000 face
images randomly selected from the FFHQ dataset.

Contrast (0 to 1) Brightness (-1 to 1)

Methods 005 0.1 0.15 -1 1

StegaStamp [4] 2.0 39 77 100 100
Code Face [3] 0 1 30 90 90
RoSteALS [16] 20 67 85 91 95
RiemStega [6] 100 96 63 100 100
StampOne 100 100 100 | 100 100
DocSafe (M-1) 100 100 100 | 100 100
DocSafe (M-2) 100 100 100 | 100 100
DocSafe (M-3) 100 100 100 | 100 100

accuracy by 5% at 3 x 3 cm and by 23% at 2 x 2 cm on printed
encoded images. When a mask is used to embed the message
only within the object region, as shown in Table 6(B), M-2
achieves 100% StrAcc at 3x3 cm and 85% StrAcc at2x2 cm.
Under the same setting, M-3 achieves 72% StrAcc at 3 x 3 cm
and 45% StrAcc at 2 X 2 cm.

CodeFace, originally developed for facial images, does
not generalize well to more diverse datasets and was there-
fore excluded from the object-based evaluations. Likewise,
prior robust methods, including StegaStamp, RiemStega,
and StampOne, do not support partial image embedding.
These methods require the message to be distributed
over the entire image, and their decoding fails entirely
when spatial masking is applied. While cropping the
region of interest, encoding it separately, and reinserting
it into the original image may be considered a possible
workaround, this solution lacks the integrated consistency
provided by our masking strategy. In addition, other
steganography methods that employ masking for region-
specific embedding, such as WAM [22], MaskWM [48],
and PWFN [49], do not demonstrate printability capability
and are therefore not directly comparable. By contrast,
DocSafe enables seamless mask-based embedding while
preserving both spatial and frequency consistency throughout
the image.

Finally, although RoSteALS performs well under digital
distortions, it fails to decode any messages from printed
images, highlighting its lack of print-proof capability.
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G. DIGITAL ROBUSTNESS

To evaluate the performance of the decoder under different
digital noise conditions, we conducted experiments using
various distortion types, including JPEG compression, Gaus-
sian noise, resolution reduction, and variations in contrast
and brightness. Decoder effectiveness was measured by
calculating the percentage of correctly decoded messages
from the encoded images. The results are summarized in
Tables 7 and 8, based on experiments conducted on the face
dataset.

DocSafe, particularly M-1, demonstrated the strongest
overall performance under Gaussian noise, resolution
changes, and contrast/brightness variations. Under Gaussian
noise with a standard deviation of 0.06, DocSafe, StampOne,
and StegaStamp all achieved 100% decoding accuracy, while
RiemStega achieved 99%. When the standard deviation
increased to 0.08, StegaStamp maintained 100% accuracy,
whereas DocSafe M-1 and M-2 followed closely with 98%.
For the lower resolution of 60 x 60 pixels, M-1 achieved the
best result at 85%, followed by StampOne at 84%, and M-
2 and M-3 at 80%. At 80 x 80 pixels, M-1 reached 100%,
outperforming RiemStega at 99% and M-2/M-3 at 98%.
Under contrast and brightness variations, all three DocSafe
variants and StampOne achieved perfect decoding accuracy
of 100%.

However, under JPEG compression, StampOne and Riem-
Stega demonstrated greater robustness. At 70% JPEG quality,
these methods achieved decoding accuracies in the range
of 90%-100%, whereas the DocSafe models achieved
80%—-82%. At 60% JPEG quality, our models performed
more competitively, reaching 85%—87%, which is closer to
the performance of StampOne and RiemStega. Under 90%
JPEG quality, our models were able to decode the message
completely.

VI. CONCLUSION

DocSafe achieves two key advancements. First, it enables
spatially selective message embedding using flexible, non-
rectangular masks, making it well-suited for applications
like secure ID stamps and brand protection. Second, it pro-
vides insights into the role of frequency components and
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covariance alignment in enhancing robustness. By integrating
frequency-aware processing and covariance-based loss, Doc-
Safe improves retrieval accuracy and generalization under
diverse distortions.

Two key directions emerge for future research: First,
our analysis in Section III-A suggests that the optimal
contribution of each frequency sub-band may vary by
input type (e.g., original, message, encoded), yet we used
fixed filtering across all inputs. Exploring adaptive, input-
dependent frequency selection could enhance performance.
Second, while our evaluation of covariance-based losses
yielded useful insights, these findings may not generalize
to other architectures, highlighting the need for architecture-
specific optimization in future studies.
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